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Introduction
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2D IFFT:
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Problem Definition

Targeted model: 𝐶(⋅)

Clean example: 𝒙 labeled 𝑦, 𝐶 𝒙 = 𝑦

Adversarial attack:

Generate an example ෤𝑥 such that 𝐶 ෥𝒙 ≠ 𝑦 and 

𝑑 𝒙, ෥𝒙 < 𝜌, 𝑑(⋅,⋅) is a distance metric such as 𝐿2

Black-box:

Attacker can only make queries to probe top-1 label

Property 1

Natural images have the bulk of their energy

concentrated on the low frequency domain.

Basic Premise

Experiments

Setup

➢ Dataset:    cifar10

➢ Targeted model:    VGG16

Comparison with FGSM & mixup

Comprison with QL & SimBA

Figure 1: 2D FFT decomposes a 2D function into a group of

sinusoidal plane-waves

Property 2

High frequencies contain features that are highly

predictive, although they are slight thus imperceptible

to HVS (human visual system).

Figure 2: Feature information in high frequency domain

Premise 1

HVS is insensitive to high frequencies

Premise 2

CNN can exploit the high frequency image

components that are imperceptible to HVS.

F-mixup

Adversarial example:

෥𝒙𝑖 = 𝑏𝑠𝑓 𝒙𝑖; 𝑟𝑙 , 𝑟ℎ + 𝑏𝑝𝑓 𝒙𝑗; 𝑟𝑙 , 𝑟ℎ
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Figure 3: f-mixup between 𝑥𝑖 and 𝑥𝑗

Figure 4: success rate w.r.t. 𝐿2


