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Background and Contribution
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Background
If applied by professional makeup artists, makeup can introduce a serious
risk for impersonation or identity concealment towards biometric face
recognition systems, in the form of Makeup Presentation Attacks (M-
PA).

• Makeup is used daily by numerous people
• Makeup is socially accepted and inexpensive
⇒ Mere detection of makeup is no appropriate countermeasure

against M-PAs

Contribution
• Conducted a vulnerability analysis of M-PAs
• Present a differential Makeup Presentation Attack Detection (M-

PAD) system based on deep face representations (see figure)
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We automatically generate a synthetic database of synthetic M-PAs by
combining image warping and GAN-based makeup transfer.

Experimental Setup

Purpose Bona Fide M-PAs Impostor
Vulnerability Assess. MIFS, FRGCv2 MIFS FRGCv2

M-PAD Training FRGCv2 synthetic –
M-PAD Testing MIFS, FERET MIFS –

Vulnerability analysis
• COTS face recognition system

Makeup Presentation Attack Detection
• Deep face representations based on FaceNet and ArcFace

Evaluation based on metrics of
ISO/IEC 19795-1: FMR, FNMR
ISO/IEC 30107-3: APCER, BPCER, IAPMR, RIAPAR

Results
Vulnerability of FRS towards M-PAs (in %)

FMR FNMR IAPMR RIAPAR
0.001 6.274 0.000 6.274
0.010 0.083 2.103 2.186
0.100 0.028 6.308 6.336
1.000 0.028 17.056 17.084
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• High vulnerability for FMRs of
0.1% and 1%

• Clear separation between bona
fide (green) and zero effort im-
postor (orange)

• M-PA distances (red) are much
higher than zero-effort impostor
scores

Performance of M-PAD (in %)

Deep Face Representation D-EER BPCER10 BPCER20
FaceNet 3.271 0.904 2.169
ArcFace 0.701 0.361 0.361
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• Attack detection accuracy below
1% D-EER

• Proposed M-PAD system outper-
forms other systems (see paper)
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