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Context

Adversarial Examples

* Adversarial attacks : Auman-imperceptible perturbation for a given image to mislead
a model.
* Most effective defenses based on adversarial training align original/and adversarial Inbuts:
representations. AIPULS:
Problems
* Defenses are partially aligning moments of distributions.
* (Can we fully align the distributions ? o
* Current evaluation use a fixed perturbation size € that can differ between papers. Predictions: frog v deer X
 How can we choose this perturbation size ?
Sinkhorn Adversarial Training (SAT): a new Adversarial Defense
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* Qur Sinkhorn Adversarial Training (SAT ) is based on theory of
Optimal Transport [5] to consider the whole distributions and * A fixed perturbation size does not fully compare robustness.
reflect geometric properties. * Our SAT is globally more robust than other SOTA defenses.

Area Under Accuracy Curve (AUAC): a new Metric for Robustness

Dataset Archi. Model AUAC (%
» We propose Area Under Accuracy Curve (AUAC): - (%) ”
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AUACEmax (f) € f ACC(f’ €, D )dE Resnet20 Mixed [1] 40.68 22.73
max Je=(Q
ATDA [3] 35.58 21.63
CIFAR-10 SAT (Ours) 44.26 29.69
e Acc(f,e,D") is the accuracy of f on the test set DS Resnet110 PC [4] 37.89 26.47
with perturbations of size up to €. Non-defended 8.8 1.69
. Madry [2] 49.37 31.54
N WideResnet28-10 \rived [1] 49.27 30.01
* AUAC quantifies more completely the robustness to ATDA [3] 46.19 27.94
adversarial attacks over a wide range of SAT (Ours) 5193  35.12
perturbation sizes. Non-defended 6.03 3.22
CIFAR-100 WideResnet28-10 1adry [2 2021 10.14
] (ECRERIER2EEY T Mixed [1] 27.80 16.13
o i versarial Attack ATDA [3] 28.59 17.11
Evah.latlon also depends on the Adversarial Attac SAT (Ows) 29,69 10 83
considered (see our paper for more examples).
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