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Detection of GAN-generated images

Problem
* Images generated by GANs can be very realistic

Goal
* To detect whether a picture is a natural one or it has been
generated by a neural network

Method
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* Different feature vectors are generated by combining: D ataset
* 9 possible DCT frequencies
* Publicly available dataset from [1]
. . .
5 possible JPEG quality factors (QF) Architecture Dataset Number of images
orange2apple 1280
* 4 possible bases for computing the first digits JFhotoukiyoe o
zebraZhorse 1670
Cycle-Gan photo2cezanne 3978
photo2vangogh 1099
DCT FD photo2monet 4765
facades 250
cityscapes 1996
o p DV sats 684
H |—-| D |—» Jsun_bedroom 30770
Tsun_bridge 28768
ProGAN Isun_churchoutdoor 29120
H |—-| D |— Tsun_kitchen 12706
Isun_tower 29020
Results
e Jncompressed images = Compressed IMQges ——Faces (preliminary)
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Dataset Proposed | Xception Stegsa‘ll'lﬁy[szii Stega;;?lysis : QF Dataset Proposed  Xception : Dataset Proposed
H H
orange2apple 98.13 97.64 88.80 76.49 H orange2apple  94.50 92.56 H progan_celeba 79.75
photo2ukiyoe 100.00 97.41 86.78 87.90 . 100 photo2ukiyoe ~ 100.00 98.50 . stargan_black_hair 97.26
winter2summer 100.00 | 68.33 77.96 68.89 H cityscapes 100.00 100.00 H stargan_blond_hair 96.56
zebra2horse 99.69 89.58 91.01 77.00 stargan_brown_hair 96.76
photo2cezanne | 99.97 | 95.91 95.88 93.17 E Isun_tower _100.00 94.64 E ngg_m male 96.24
photo2vangogh 100.00 93.75 94.68 92.93 il
photo2monet 99.84 94.08 94.80 89.87 H orange2apple 82.01 90.66 H | stargan_smiling  96.06 |
facades 100.00 | 99.84 73.93 76.06 = g5  photo2ukiyoe  97.00 98.42 = glow_black_hair 86.56
cityscapes 100.00 | 100.00 100.00 100.00 . cityscapes 99.99 99.32 . glow_blond_hair 88.26
sats 99.69 73.00 90.92 96.93 = Isun_tower 99.80 99.48 = glow_brown_hair 86.18
lsun_bedroom | 100.00 | 76.22 98.92 99.25 . . glow_male 87.11
Isun_bridge 99.89 82.49 95.90 95.16 M orange2apple 65.93 85.61 . low_smilin 83.04
Isun_churchoutdoor |  99.99 | 99.79 98.81 99.12 . hoto2uki 2.01 1 . ELLE g :

c . photo2ukiyoe 92.0 98.17 - stylegan2-0.5 77.18
Isun_kitchen 99.99 | 87.26 99.49 99.59 . i 100.00 99.66 . ylegan2-0. -
Isun_tower 99.98 95.45 98.87 99.19 H cityscapes . - H stylegan2-1 72.63

. Isun_tower 99.60 98.86 .
avg 99.83 | 8964 91.03 90.11 . . ave 87.96
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