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Contributions

This paper is to propose a cancellable biometric system that uses 
supervised-learning algorithm.

1. Softmaxout Permutation-Transformation Network(SOTPN) inspired 
by RPM transformation [1] 

2. Satisfy four design criteria of cancellable biometrics, i.e. noninvertible, 
renewability, unlinkability and accuracy performance

3. Pairwise arcface loss function which is inspired by the Arcface loss 
function [2] and code-balancing loss that triggers hash code to have 
high entropy.

Our proposed method builds on top of Random Permutation Maxout
(RPM) transformation [1] to protect original biometric template from 
being inverted.

The progression of RPM transformation :

The progression of our proposed method :

The proposed pairwise arcface loss function and code balancing loss is: 

Our experiments are carried out under face datasets LFW, YTF and FS. 
Following the LFW standard evaluation protocol, we applied pre-
determined 3,000 matched pairs and 3,000 non-matched pairs

The EER of SOTPN with respect to different setting of m and q, where m 
is the length of the SOTPN hash code, and q is the maximum of code 
value.

In the effect of the parameters, we demonstrate that the performance is 
better as the length of code m, however q depends on the datasets.
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Analysis

1. Ablation study
We verified the effectiveness of each component of the SOTPN by the 
ablation study.

2. Renewability and Unlinkability
Since we can permute the order of the neuron, we can renew the 
SOTPN hash code whenever we need.
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Specially designed softmaxout layer approximates the winner-takes-all 
algorithm of the RPM transformation so that entire network is 
differentiable. 


