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Motivation
Medical machine learning models are highly 
susceptible to adversarial attacks, leading to 
reduced trust from clinicians [1]

Approach
(1) Use explainability techniques (SHAP) to identify 

sections of the input with high importance
(2) Verify that genuine and adversarial samples have 

significantly different SHAP values

(3) Use MLPs, CNNs on SHAP values to identify 
adversarially perturbed samples
(4) Use VAEs trained on genuine SHAP values to 
create a model that can accurately detect adversarial 
samples from any attack method as anomalies

Adversarial Attacks
(1) Projected Gradient Descent (PGD) [2] and 

Carlini & Wagner (C&W) [3] attacks on image 
data

(2) Longitudinal AdVersarial Attack (LAVA) [4] on 
EHR data 

Accuracy of model trained on original data when tested on genuine data vs. 
adversarial data

Correlation between genuine SHAP values and (a) PGD SHAP values; (b) C&W SHAP 
values
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Conclusions
• Adversarial attacks modify the features of the input 

that model’s place importance on
• SHAP can reliably detect adversarial samples
• Beating current state of the art performance on 

medical datasets
• MLPs and CNNs are useful in one-attack scenarios
• VAEs are able to detect unseen attacks when the 

problem is modelled as an anomaly detection 
scenario

Random samples from MIMIC-CXR; top: original sample, middle: PGD 
perturbation, bottom: C&W perturbation. The right column shows the images 
overlayed with SHAP values from a finetuned Densenet121 model
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