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Image in frequency domain
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Property

(1) Natural images have the bulk of their energy concentrated on the low 
frequency domain.

(2) High frequencies contain features that are highly predictive, although 
they are slight thus imperceptible to HVS (human visual system).



F-mixup



Problem Definition

Targeted model: 𝐶(⋅)

Clean example: 𝒙 labeled 𝑦, 𝐶 𝒙 = 𝑦

Adversarial attack: 

Generate an example 𝒙 such that 𝐶 𝒙 ≠ 𝑦 and 𝑑 𝑥, 𝑥 <
𝜌, where 𝑑(⋅,⋅) is a distance metric such as 𝐿2 distance.

Black-box:

Attacker can only make queries to probe the top-1 label.



Perceptual disparities

(1) HVS is insensitive to high frequencies.

(2) CNN can exploit the high-frequency image components 
that are imperceptible to HVS.

Perturbations in high frequency domain may cause CNN make 
wrong predictions while not be recognized by HVS.



F-mixup
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Experiments



Setup

Dataset: cifar10

Targeted model: VGG16

comparison:

(1) White-box attack: FGSM

(2) Black-box attack: mixup

(3) Gray-box attack: QL & SimBA



Comparison with FGSM and mixup

➢ FGSM: gradient information guide attacker in searching adversarial 
examples

➢ mixup: 𝒙𝑖 = 𝜆𝒙𝑖 + 1 − 𝜆 𝒙𝑗



Comparison with QL and SimBA

➢ QL: employs projected gradient descent (white-box attacks) with 
the estimated gradient to construct adversarial examples.

➢ SimBA: picks one color of a single randomly chosen pixel and 
perturbs image by increase or decrease the color iteratively.



Conclusion

➢ Propose a novel black-box attack f-mixup in frequency 
domain.

➢ Reveal the preference to high frequencies of CNN 
compared to HVS.

➢ Future work:

➢ Extensive comparison with more algorithms.

➢ Exploration of the different working mechanism between CNN and 
HVS. 
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