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As an important application of
computer vision, face recognition has
been widely used in many fields.
However, the system is also vulnerable
to many kinds of presentation attacks.
So, how to effectively detect whether
the image is from the real face is very
important. At present, many deep
learning anti-spoofing methods have
been proposed, But they have some
limitations. For example, global average
pooling (GAP) easily loses local
information, single-scale features easily
ignore information differences in
different scales, while a complex
network is prone to be overfitting.

Fig. 1. Kids break through the express cabinet with one photo.
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Pretrained-Resnet18 + SPP
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Fig. 2. The proposed network with SPP module. The dotted box is the utilized SPP module.
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Resnet-18

Here, ResNet-18 pre-trained on ImageNet is
adopted, and the last fully connected layer has 2
neurons. By this setting, the relationship between
the feature map and output categories is
established, so that the feature map can be
regarded as confidence map. For the fully
connected layer parameters, the Kaiming
initialize method is used. Then we fine-tune this
network and use it as the baseline model.

= -
[=4]

L

Fig. 2. Improved ResNet residual unit [19].
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Table I. Network Structure of ResNet-18

Output size of feature

Feature layer Specific parameters

layer
Input 224 X224 X3
Convl 112X 112X 64 7X7, 64, stride 2
Pooll 56 X 56 X 64 3 X3, max pool, stride 2
ResBlockl 5656 X 64 [3 X3, 64,
3x3, 64
3x%x3, 128
ResBlock2 28X28X128 3%3, 128 X 2
3X%x3, 256
ResBlock3 14X 14X 256 3x3 256 % 2
3X%x3, 512
ResBlock4 14X 14 X512 3x3 512 X 2
GAP 1X1X512

fc 1X1X2 512X2
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Spatial Pyramid Pooling

______________________________

Further, this figure shows the structure of the SPP, | J» | [ -
where feature map is output of the last | B J) o [
convolution layer of ResBlock4, and the size is |
14x14 if the input is 224x224. The workflow of

SPP is described below. |
First, the feature layers are pooled at different
scales. Second, feature dimensions are reduced | /Al ,
by 1x1 convolution kernel, and then are | Jroor | L[ Ml L[] MM
upsampled to the size of 14x14. After that, the | i i
features of different scales are concatenated with
the original feature. Last, convolution of 1x1 is
adopted to fuse the information of each scale.
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Fig. 3. Structure of Spatial Pyramid Pooling
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Table II&III. Test Results on CASIA-FASD, Replay-Attack and CASIA-SURF (RGB Only)

H ; "ASIAF - TPR(%)@FPR _
FII‘St, basehl’le,s performance ethods CASIA-FASD Replay-Attack Methiods W ( o);{! | acEreo Ti;:(sltm)
- - EER(% EER(%) | HTER(%) 107 107 I
shows that fine-tuning an : : — -
. . Fine-fune VGG-Face [11]° 52 54 43 Zhengetal 4| 493 | 166 68 | 113
proper pre-tralned mOdeI IS DPCNN [11]° 15 29 61 Kuang et al. [34]¢ 493 | 183 | 683 118
effective. Second, proposed COLOR L8P 6] . " v Wangetal 57 | 895 | 695 | 98 | 39
method achieves the best p— 2 | o0 | s s e
FaccBagNet [33. 28] | 88.4 | 647 | 393 41 122
reSUIt on CASIA' FASD and Boulkenafet et al. [6] 28 0.1 22
Baseline(Ours)™ 683 | 335 | 158 8.1 29
good results on Replay- Boulkenafet et al. [31] L5 12 42 Proposedmethod | | [T o5
SPP, ) . 34 Kk : 5.5
Attack and CASIA-SURF. Lietal [13] 23 01 09 (Fusu:ljig 930 | 759 | 453 | 3.0 177
Comp ared W|th Other Lietal [15] 22 05 L6 * Pre-trained on three face anti-spoofing databases (CASIA-FASD, MSU-MFSD, Replay-Attack).
® Pre-trained on CASIA-Web face [38]
: A al. [14 267 0.79 0.72 .
methods, the proposed one is ol [ JS——
. . . Fengetal. [32] 5.83 0.83 0.00 e on don et
single-frame based, which is i i ’ f
. . . Chen et al. [29]° 2.359 0.062 0.183 ) eultsachicved nccording o [26)
Slmple, easy to traln’ fast In £ Results computed by (0.4*SPP4s+0_6*FaceBagNet).
. : FaceBagNet [33. 28]° 556 3.33 1.92
appllcatlon and rObUSt Baseline (Ours)® 186 0.00 0.63
Proposed method (SPPs.7.44)° 0.37 0.00 0.50

* Fine-tuning pre-trained VGG-face
b Pre-trained on TmageNet

© Results achieved according to [28]
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We conducted experiments using each
single-scale pooling, which is a simple
ablation study. Baseline and three single-
scale pooling models have their own
performances, and the results of SPPs_,,
Is better than all of them. That means,
different pooling extract different scale
features, and SPP:,,, fuses them
effectively to get better results. We draw a
conclusion from the experiment that multi-
scale information is crucial for face anti-
spoofing, and the proposed method is
effective.

Table IV. Ablation Study of Scales

CASIA-FASD Replay-Attack
Pooling Scales
EER(%) EER(%) HTER(%)

Baseline 1.86 0.00 0.63

5x5 Single pooling 2.23 0.00 1.40
7x7 Single pooling 1.49 0.00 0.76
14x14 Single pooling 0.74 0.00 0.63
SPP: -4 0.37 0.00 0.50
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The network pays much
attention on the areas of eyes,
nose and mouth. Possible
reason is that the real face has
strong depth information and
detailed information in these
areas, while the fake face loses
such information after being
imaged  twice.  Therefore,
enhancing these local features
IS necessary.

Fig. 4. Network Classification Visualization.
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