


Introduction

The liveness detection problem: How 
to ensure a human is operating a 
computer application?

We classify handwriting movements as 
human or machine-generated using 
Deep Learning models.

Image credit: https://nymag.com/



Previous work

Human likeness experiments with signatures [Galbally et al. 2012] and gestures 
[Leiva et al. 2016, 2017]

→ They showed images to the users, thereby ignoring movement dynamics.

→ We analyze movements both as images and spatiotemporal trajectories.



Evaluated datasets



Convolutional Neural Nets (CNNs)

We do transfer learning with the following pre-trained models: VGG16, 
ResNet50, DenseNet, Inception, Xception



Velocity profile examples



Recurrent Neural Nets (RNNs)

We train from scratch Vanilla RNN, LSTM, and GRU models (including their 
bi-directional variants)

Image credit: https://colah.github.io/



Results with the $1-GDS dataset



Results with the GRU model (all datasets)

See Table IV in our paper for additional results with the other RNNs.



Additional experiments available

● Deep learning models complexity
● RNN models performance on all datasets
● GRU robustness on all datasets
● Effect of input device

Please read our paper for more details!



Takeaway message

Movement dynamics reveal critical aspects “human likeness”

→ which are hard to simulate!

What really matters is not what you write but how you write it.


