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What is Adversarial Attack?
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Change of Decision Boundaries by 
Input Recharacterization

C : Forward Conversion 
R  : Backward Reconstruction  



Proposed Defense Mechanism (1/2)

• Objective: perform effective defense on adversarial examples without 
incurring excessive computing costs.
• How? 
• Domain transformation with halftoning
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Proposed Defense Mechanism (2/2)

• Three hypotheses need to be explored:
• The transferability of adversarial examples between intensity-based and 

density- based domain 
• The attackability under the density-based representation
• The feasibility of invalidating attacks with two-stage input recharacterization 



Experimental Results - Transferability of 
Adversarial Examples 



Experimental Results - Attackability under the 
Density-based Representation (1)
• Launching Attacks in the Halftone Domain

1) Global Adversarial Perturbations: PGD Attack 

Polluted samples artifact becomes easily detectable by human observer
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Experimental Results - Attackability under the 
Density-based Representation (2)
• Launching Attacks in the Halftone Domain

2) Local Adversarial Perturbations: JSMA Attack 

Polluted samples artifact becomes easily detectable by human observer

Original                                   10% modified 20% modified 30% modified    



Experimental Results - Feasibility of Invalidating 
Attacks with Two-stage Input 
Recharacterization 



Short Summary

•Answer to the hypotheses
• (O) Transferability : Exhibits resistance against perturbations added 

to RGB images 
• (O) Attackability : Adversarial attacks (e.g., PGD, I-FGSM or JSMA) 

in density-based representation easily detected
• (X) Feasibility : Two-way image recharacterization would result in 

excessive loss of texture. 



Conclusion

• A lightweight procedure known as input recharacterization to counter 
adversarial attacks has been proposed in this research.
• We have generalized the input transform scheme for adversarial 

defense into input recharacterization and investigated its efficacy 
under different settings 
• We demonstrated that input transform based method can exhibit 

resistance to adversarial examples only through model retraining 




