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Why Voice Spoofing Detection?



Genuine

Replayed

Voice Spoofing Detection, Physical Access (PA)



Genuine

Voice Spoofing Detection, Logical Access (LA)

Text to Speech (TTS): synthetic speech

Voice Conversion (VC): converted voice



What is voice feature?

Each pixel is sum of RGB Each time interval is sum of frequency waves 

3D array (24,24,3) 1D array (36000)



1D array

Better data representation with 2D array

2D array
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Unlike Image data, we need feature engineering!



Binary Classification

- Dimension for x is (n_freq, n_time)

- Classifying Human or Speaker

- Data:  

-

- Objective is to minimize Cost, C(𝜽), w.r.t 𝜽 :   



What would be a good model(       ) ?

Voice Liveness 
Detection model

Automatic Speaker Verification Spoofing And 

Countermeasures Challenge (ASVspoof 2015, 2017 and 2019)

Kinnunen et al. (2017) The asvspoof 2017 challenge: Assessing the limits of replay spoofing attack detection

Todisco et al (2019) ASVspoof 2019: Future Horizons in Spoofed and Fake Audio Detection

Wu et al. (2015) ASVspoof 2015: the First Automatic Speaker Verification Spoofing and Countermeasures Challenge



Deep-learning based methods and ensemble solutions are 

dominating in voice liveness detection challenge

Grey Used Neural Networks

Top 2019 LA scenario Top 2019 PA scenario

Bold Used Ensemble

Top 2017 PA scenario

Kinnunen et al. (2017) The asvspoof 2017 challenge: Assessing the limits of replay spoofing attack detection

Todisco et al (2019) ASVspoof 2019: Future Horizons in Spoofed and Fake Audio Detection



How to develop well performing light-weighted model?

LCNN architecture ResNet architecture



High performance of our light-weighted ResMax



Non-speech part have information?



The longer you listen the better the performance



Performance depend on replay device quality



High performance on best performing TTS, VC systems

Known attacks are A16,A19 and 4 others



Summary

Existing voice spoofing attack detection solutions have been

designed without considering real-world model complexity

and detection latency requirements

Our proposed model used only a single deep learning model 

with far fewer model parameters to outperform other models

We combined the notions of skip connection (from ResNet) 

and max feature map (from Light CNN)



ikwak2@cau.ac.kr

Thank you!


