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Introduction

 Studying the causes of adversarial examples is important but difficult

* Requires thorough examination of the entire proximity of an input sample in a
high-dimensional image space

* Thoughtful strategies are proposed to indirectly justify hypotheses
and observe the geometry of input spaces [2, 3]

* This paper: verifying hypotheses on the causes of adversarial
examples via carefully-designed controlled experiments



Popular explanations

e Low-probability “pockets” in the manifold [1]
¢ Input Spaces are not dense

* Model linearity [4]
« wl'(x + Ax) differs significantly from wx

e Test-error in additive noise [5]
 Non-robust features [6]

e Other geometric interpretations

* Boundary-tilting perspective [7], geometry of R™ with the Ly metric [8], no
category for “don’t know” and data distribution is not concentrated [9]




Contributions

* Verify (or partially verify) several hypothesis on the causes of
adversarial examples through carefully-designed controlled
experiments.

* Review and collection of explanations on adversarial examples

(no SOTA attacks or defenses)



Hypothesis A: model linearity

* wl'(x + Ax) can differ significantly from w’x
* Reduce linearity with L, norm (i.e., weight decay)
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Hypothesis B: one-sum probability constraint

* High confidence results from the constraint that all probabilities must
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Hypothesis C: linearity + one-sum constraint

 Combination of the previous two causes leads to a stronger impact
* The proposed MLP-PNN (i.e., PNN) and DE can lift both constraints
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Difference between PNN and DE

Input Pattern Summation Output
Layer , Layer . Layer Layer
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Hypothesis D: path-connected regions

e Uncertain “bridges” for connecting illusive (hard) samples in path-
connected regions

* Training without illusive (hard) samples enhance robustness
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Hypothesis E: excessive number of categories

* Fewer target categories leads to higher adversarial robustness
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Hypothesis F: geometry of categories

* Adversarial robustness depends on geometry of the input space:

* entropy of the distribution of categories o * = = o * = = .
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Summary

* Verified hypothesis on causes of adversarial examples
* Geometric factors: direct causes
* Statistical factors: magnifier for high confidence

* Future work
* More rigorous investigation on the root causes of adversarial examples
e Design on more robust models



