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Introduction

• Studying the causes of adversarial examples is important but difficult
• Requires thorough examination of the entire proximity of an input sample in a 

high-dimensional image space

• Thoughtful strategies are proposed to indirectly justify hypotheses 
and observe the geometry of input spaces [2, 3]

• This paper: verifying hypotheses on the causes of adversarial 
examples via carefully-designed controlled experiments



Popular explanations

• Low-probability “pockets” in the manifold [1]
• Input spaces are not dense

• Model linearity [4]
• 𝑤!(𝑥 + Δ𝑥) differs significantly from 𝑤!𝑥

• Test-error in additive noise [5]
• Non-robust features [6]
• Other geometric interpretations
• Boundary-tilting perspective [7], geometry of ℝ" with the 𝐿# metric [8], no 

category for “don’t know” and data distribution is not concentrated [9]



Contributions

• Verify (or partially verify) several hypothesis on the causes of 
adversarial examples through carefully-designed controlled 
experiments.

• Review and collection of explanations on adversarial examples

(no SOTA attacks or defenses)



Hypothesis A: model linearity

• 𝑤!(𝑥 + Δ𝑥) can differ significantly from 𝑤!𝑥
• Reduce linearity with 𝐿" norm (i.e., weight decay)

(a) accuracy (b) confidence

Fig. 1: Adversarial robustness of classifiers with different
linearity: higher weight decay (wd) means stronger L2 nor-
malization and smaller absolute values in linear coefficients.

B. Categories as events in a probability space

Hypothesis B: Classifiers tend to assign higher confidence
at adversarial examples because all output probabilities must
add up to 1.

Reasoning process: Similar arguments have been raised
in [12] and [9]. Due to the lack of cushion classes for
cases such as “don’t know,” the classifier has to pick the
remaining category in high confidence once it rules out all
that is impossible. Instead of learning the general features and
activation, the classifier learns a posterior probability given the
input must belong to one of the target categories.

Design principles: To break the constraint on one-sum
probabilities, we replace the softmax activation for the final
layer with sigmoid for each neuron, and substitute the cross-
entropy (CE) loss with binary cross-entropy (BCE) loss.
Consequently, each output probability satisfies its own con-
straint on belonging to the range of [0, 1] and the sum of
probabilities now ranges from 0 to the number of categories.
Such a configuration is commonly used for training multi-
label classifiers. For single-label classification problems, the
category with highest output probability is selected as the
prediction.

Technical details: We train a pair of classifiers with the
aforementioned two combinations of activation and loss func-
tions, following the exact same configurations as described for
verifying the previous hypothesis in Section III-A.

Experiment results: Fig. 2 reveals interesting behaviors of
the two classifiers under adversarial attacks in terms of classifi-
cation accuracy and prediction confidence. One obvious obser-
vation is that the prediction confidence becomes lower when
the one-sum constraint is lifted, which verifies hypothesis B.
When the strength of the attack is weak (✏ < .1), accuracy
decreases faster for the classifier trained using softmax and
CE. When the attack becomes stronger (✏ > .1), however,
accuracy from the one trained using sigmoid and BCE drops
to a lower value. One may notice that the turning points for
both accuracy and confidence coincide at somewhere around
✏ = .1. Such a flipping point can be explained by the following

Fig. 2: Robustness comparison on classifiers trained with
(i.e., softmax + crossentropy) and without (sigmoid + binary-
crossentropy) the one-sum constraint on output probabilities.

phases3 of attacking and the one-sum constraint.
Let us assume that the difficulty varies for adversari-

ally perturbing a sample and alternating its predicted label.
Accordingly, a particular attack that drives one sample to
phase one may turn another sample to phase two. When
attacks are weak during the first phase, their major effect
is to decrease the probability in the correct category until
the output label is changed. Under the one-sum constraint,
the probability decrease on one category would lead to an
increase of probability on at least another category. On the
contrary, the fall-and-rise bond is decoupled by sigmoid and
BCE. Thus, the one-sum constraint from softmax and CE
accelerates the phase of confidence decrease in the correct
category. As attacks become stronger, they further push the
prediction confidence on an incorrect category to climb higher
at phase two. Without the one-sum constraint in sigmoid and
BCE, the prediction confidence for the incorrect class can
increase more aggressively without considering other classes,
and the accuracy may drop to near 0. In contrast, any further
confidence increase under the one-sum constraint with softmax
and CE would require a decrease of probability at some other
categories. Finally, the confidence fall-back for the classifier
with sigmoid and BCE after ✏ = .2 reflects that the decrease
of probability from those hard-to-attack samples at phase one
outweighs the increase of probability from those easy-to-attack
samples at phase two.

C. Combination of linearity and one-sum probabilities
Hypothesis C: Adversarial examples result from the com-

bination of two reasons: (1) linearity of the classifier, and (2)
the one-sum requirement on output probabilities.

Reasoning process: Experiment results from the previous
two hypotheses imply that linearity and one-sum constraint
cause high prediction confidence on adversarial examples, but
each of them alone may not be sufficient for explaining the
significant loss of accuracy under adversarial attacks. This
motivates us to consider whether the combination of the two
is actually the game-changer.

3Although FGSM is a one-shot attack, we may treat a series of them with
increasing ✏ as an evolution of a single attack for analysis.

• Not conclusive at the 
accuracy level

• Clear correlation at the 
confidence level



Hypothesis B: one-sum probability constraint

• High confidence results from the constraint that all probabilities must 
add up to 1

(a) accuracy (b) confidence

Fig. 1: Adversarial robustness of classifiers with different
linearity: higher weight decay (wd) means stronger L2 nor-
malization and smaller absolute values in linear coefficients.
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BCE. Thus, the one-sum constraint from softmax and CE
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category. As attacks become stronger, they further push the
prediction confidence on an incorrect category to climb higher
at phase two. Without the one-sum constraint in sigmoid and
BCE, the prediction confidence for the incorrect class can
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and the accuracy may drop to near 0. In contrast, any further
confidence increase under the one-sum constraint with softmax
and CE would require a decrease of probability at some other
categories. Finally, the confidence fall-back for the classifier
with sigmoid and BCE after ✏ = .2 reflects that the decrease
of probability from those hard-to-attack samples at phase one
outweighs the increase of probability from those easy-to-attack
samples at phase two.

C. Combination of linearity and one-sum probabilities
Hypothesis C: Adversarial examples result from the com-

bination of two reasons: (1) linearity of the classifier, and (2)
the one-sum requirement on output probabilities.

Reasoning process: Experiment results from the previous
two hypotheses imply that linearity and one-sum constraint
cause high prediction confidence on adversarial examples, but
each of them alone may not be sufficient for explaining the
significant loss of accuracy under adversarial attacks. This
motivates us to consider whether the combination of the two
is actually the game-changer.

3Although FGSM is a one-shot attack, we may treat a series of them with
increasing ✏ as an evolution of a single attack for analysis.

• Lift one-sum constraint
• Sigmoid + binary-crossentropy
• Lower confidence

• Two stages
• Probability decrease at correct classes 

(boosted by one-sum constraint) 
• Probability increase at incorrect classes 

(hindered by one-sum constraint)



Hypothesis C: linearity + one-sum constraint

• Combination of the previous two causes leads to a stronger impact
• The proposed MLP-PNN (i.e., PNN) and DE can lift both constraints

Design principles: To simultaneously remove the linear
coefficient and break the one-sum constraint, we adopt MLP-
PNN (denoted by PNN) and Density Estimator (DE), which
are proposed in our previous work [13]. Alternatively, one may
follow a combined approach by introducing weight decay as
in verifying Hypothesis A and performing the substitution as
we did for Hypothesis B. The difference between those two
strategies is that the proposed PNN and DE completely remove
the linear weights in the final layer (or equivalently setting to
them as in unit scale 1), whereas weight decay penalizes large
scale of coefficients at all layers.

Technical details: We can view the classifiers in two
parts: the feature extractor and the head. Two options are
available for the feature extractor part: we may either follow
the same architecture with fully-connected layers as the one
for verifying Hypothesis A or add two convolutional layers
at the bottom. As for the network head, we experiment with
three options: fully-connected layer (FC) with cross-entropy
loss, and the two proposed architectures PNN and DE with
binary cross-entropy loss. More technical details on PNN and
DE are provided in Section IV-B.

Experiment results: According to Fig. 3, the proposed
PNN and DE appear to be more adversarially robust than
the commonly used MLP (bottom) or CNN (top), which are
equipped with heads of fully-connected (FC) layers. Similar
to the analysis for Fig. 2 in the previous hypothesis, the
decrease of accuracy can be roughly divided into two phases
(i.e., probability decrease of the correct class and probability
increase of the incorrect class, for FC in particular). As the
strength of attacks increases, the classification accuracy from
PNN and DE gradually converges at a significantly higher
level than FC; meanwhile, the prediction confidence keeps
decreasing. If we recall the four types of classifiers listed at the
beginning of Section III, MLP and CNN should be considered
as misleading because of their low classification accuracy and
high prediction confidence. In contrast, the proposed PNN and
DE are at least one level higher: being somewhat unreliable
yet sensitive to perturbations in terms of confidence drop.
Overall, results from Fig. 3 demonstrate that the combination
of linearity and one-sum constraint brings a stronger impact
to the existence of adversarial examples.

The comparison between PNN and DE reflects a trade-off
from the flexibility of bias terms in the head layer. One major
difference between PNN and DE is that the bias terms in the
final layer are predefined and fixed in PNN but trainable in DE.
As a consequence, DE achieves slightly higher accuracy on
adversarial examples yet in much higher confidence. We will
leave the interpretation and validation of such an observation
as future work.

D. Path-connected regions from classifiers
Hypothesis D: Adversarial examples exist at uncertain

“bridges” which are created by the classifier for connecting
samples of the same category in a path-connected manner.

Reasoning process: As pointed out by [2], neural-network
classifiers tend to partition the input space into path-connected

(a) accuracy (b) confidence

Fig. 3: Adversarial robustness for classifiers with different
heads, tested with two types of feature extractor: convolutional
(top row) and fully-connected layers (bottom row).

regions. Given that classifiers have limited finite capability
of approximating the ground-truth partition, there will often
be samples that are consistently misclassified during training,
especially in early epochs. Henceforth, we will refer to those
as illusive samples. To connect those separated samples with
path-connected regions, a network may need to deform its
decision boundaries, creating somewhat arbitrary bridges that
pass through uncertain regions in between. Our guess is that if
we exclude those illusive samples during training, the obtained
classifier may become more robust because less uncertain
areas are required to establish the connection.

Design principles: We train classifiers with the same model
and configurations on the following different training sets:

• the entire original training set (control);
• original training set w/o illusive samples (experimental);
• original training set after randomly removing the same

number of samples as the number of illusive samples in
the experimental group (control).

To identify illusive samples, we train multiple shallow classi-
fiers and compute training statistics such as counting the times
that a particular training sample has been correctly classified.
Shallow classifiers are preferred for this procedure because
deep ones with huge model capacity may easily classify most
(if not all) training samples correctly.

Technical details: The illusive samples are selected based
on the training statistics obtained from training 10 randomly-
initialized shallow classifiers4 on CIFAR10 [14] for 25 epochs.
If a training sample is always misclassified by all of the 10
classifiers, we consider it as an illusive sample. We then train
a deeper classifier on CIFAR10 using the CleverHans toolbox
[15] on the three datasets listed above.

Experiment results: Fig. 4 shows the accuracy on adversar-
ial test samples for the three classifiers trained with different

4https://keras.io/examples/cifar10 cnn/
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More robust under stronger attacks when the 
two constraints lifted by MLP-PNN and DE: 
• Higher prediction accuracy
• Lower prediction confidence

Section IV elaborate the technical details of 
MLP-PNN and DE



Difference between PNN and DE

is :

- a pre-defined constant (.5) in PNN

- a trainable variable in DE

In the pattern layer:



Hypothesis D: path-connected regions

• Uncertain “bridges” for connecting illusive (hard) samples in path-
connected regions
• Training without illusive (hard) samples enhance robustness

Fig. 4: Training without consistently-misclassified illusive
samples help enhance robustness against adversarial attacks.

training sets. When no defense is performed, training with-
out illusive samples leads to higher accuracy on adversarial
examples with a slight accuracy drop on clean test samples.
Therefore, the adversarial robustness of a classifier is related
to the illusive (i.e., hard) samples in the training set.

Self-reflection: It should be noted that to fully justify
the hypothesis rigorously is extremely challenging: one shall
define, locate, or even visualize the uncertain “bridges” in an
exceedingly high-dimensional image space. Our experiment,
alternatively, presents an indirect verification via results that
are consistent with hypothesis D. Another clarification is that
path-connectedness is not a negative characteristic at all time:
it fulfills generalization to unseen test samples. It is, however,
more desirable should the classifier be capable of preserving
only connections that are necessary. We have attempted to
allow multiple clusters and distributions for each category so
that unnecessary “bridges” can be avoided in the partition.
Unfortunately, almost all samples in a category are assigned
to the same cluster by the classifier. A key part of future studies
is to break the constraint on path-connected regions.

E. Excessive number of target categories
Hypothesis E: Classifiers trained for fewer target categories

tend to be more robust than those trained for more target
categories.

Reasoning process: As neural networks tend to classify the
input space into path-connected regions [2], the categories are
expected to intertwine with each other as the total number
increases. In addition, given that classifiers tend to place all
input samples (even randomly sampled in the input space)
close to the boundaries [3], more categories would give rise
to more possibilities for attacks.

Design principles: For demonstrating the impact from the
number of target categories, we train 9 classifiers (offline) on
subsets of categories from MNIST [11] by gradually adding
the categories in a sequential order (i.e., additive mode),
starting from the first two categories {0, 1} to all 10 categories
{0, 1, · · · , 9}. To rule out the potentially dominant impact
from the change of the total number of training samples, we
also train those 9 classifiers by keeping (1) the total number of
training samples constant and (2) number of samples for each
category balanced (i.e., constant mode). For all classifiers, the
number of neurons in the last layer is equal to the number of
categories on which they are trained. It is desirable to tune

(a) additive mode: including all
available training samples

(b) constant mode: 10,000
training samples (balanced)

Fig. 5: Robustness of classifiers decreases as the number of
target categories increases. ✏ (eps): the strength of attacks.

the initial accuracy on clean test samples (i.e., ✏ = 0) so that
they are at a similar level for all classifiers trained on various
number of target categories, thus the accuracy drops under
attack shall be ascribed to the loss of robustness. One reason
for using MNIST in our experiment is that such a goal is much
easier to reach using this dataset.5 For most public datasets,
adding target categories will decrease the accuracy as the task
becomes noticeably harder. We then evaluate the robustness of
those classifiers using adversarial examples from FGSM attack
at varying strength. When evaluating a particular classifier, test
samples from only the trained categories are involved.

Technical details: We adopt the model architecture from the
official MNIST example from PyTorch,6 and adjust the output
shape of the last layer to match the number of categories.
Following the design principles, we train two groups of
classifiers in both the additive and constant mode. For the
constant mode, we fix the number of total training samples
to 10,000. Similar to the previous verification processes, the
robustness of the classifiers are examined via attacks with
various strength.

Experiment results: Fig. 5 illustrates the loss of robustness
as the number of target categories increases, regardless of the
number of total training samples. Similar trend is also observed
from classifiers with PNN and DE, the two architectures
introduced in the previous subsection (and details in Section
IV).

F. Geometry of input spaces

Hypothesis F: The adversarial robustness of a classifier
depends on the geometry of the input space (i.e., entropy of
the distribution of categories). Tentatively, the robustness tends
to be positively correlated to the ratio of inter-class distance
dinter to intra-class distance dintra among samples.

Design principles: To verify the hypothesis, we prepare
three datasets collected from the same image space (i.e.,
resized to identical input dimension) with same number of
categories and samples yet with significantly different geom-

5MNIST is perhaps one of the few real datasets on which a modern classifier
can achieve similar accuracy as on its subsets of categories.

6https://github.com/pytorch/examples/tree/master/mnist



Hypothesis E: excessive number of categories

• Fewer target categories leads to higher adversarial robustness

Fig. 4: Training without consistently-misclassified illusive
samples help enhance robustness against adversarial attacks.
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6https://github.com/pytorch/examples/tree/master/mnist



Hypothesis F: geometry of categories

• Adversarial robustness depends on geometry of the input space:
• entropy of the distribution of categories
• can be measured by 𝑑$%&'(/𝑑$%&()

(a) style classes (b) content classes (c) band classes

Fig. 6: Partition of an input space with different categories

etry. The datasets are constructed by classes which partition
the input spaces in distinctive manners as illustrated in Fig. 6.

The style classes (Fig. 6a) are borrowed from our preset
classification benchmark of which the goal is to recognize
global photo-editing styles. Starting from a base image (i.e.,
the dark-gray one in the center) in MIT-Adobe FiveK dataset
[16], we obtain 10 stylized version of the same content by
applying artistic presets using Adobe Camera Raw, resulting
in a total of 11 style categories (including the original ones).
Due to the control on image content, the intra-class distances
dintra among samples in the style classes are often larger than
the inter-class distances dinter.

To match the settings from the style classes, we select 11
categories from the ImageNet dataset [17] and ensure that the
initial accuracy on clean test samples are at a similar level
as the one from the style classes. In general, a strict partial
order may not exist between dintra and dinter for samples in
the content classes, but the ratio of dinter/dintra is tentatively
in between those from the two extreme cases (i.e., style and
band classes).

The band classes are built by equally dividing the input
range [0, 256) into 11 bands. For each band class, we generate
random samples whose pixel values are independently sampled
from the discrete uniform distribution with corresponding
range. For instance, the pixel values in the first class are within
the range of [0, 24), the second class [24, 48) etc. Under this
extreme circumstance, we ensure that dintra < dinter on average.

With the above unique settings and everything else con-
trolled, the training process can be viewed as learning to
partition the entire input space under the constraints from
different sets of “anchor points” (i.e., training samples from
distinctive distributions). The classifier needs to deform its
decision boundary to meet the labels of the training samples,
leading to a divergence on the geometry of the learned space.

Technical details: Each one of the 11 categories in the
three datasets has 1,000 images for training, and 50 images for
testing. All classifiers are trained from scratch based on the
official ImageNet example code from PyTorch.7 We choose
ResNet-50 [18] with 11 neurons in the final FC layer as the
architecture of the model. Except for a smaller batch size
of 48, all other hyper-parameters remain the same as the
default. The normalization procedure using mean and standard
deviation calculated from ImageNet samples has been disabled
for consistent range of input domain and fair comparison.

After training, checkpoints that reach the highest test accu-
racy at the earliest epoch are passed to the second half of the

7https://github.com/pytorch/examples/tree/master/imagenet

(a) dinter
dintra

: style < content < band (b) increasing band overlap

Fig. 7: Robustness of classifiers when categorizing same
number of classes with different geometry.

experiment, in which we examine the adversarial robustness
of the classifiers. We perform FGSM attack at various strength
to the test set and reevaluate the accuracy on those adversarial
examples.

Experiment results: Fig. 7a shows the test accuracy on
adversarial examples generated with varying strength for all
three classifiers. The robustness of those classifiers agrees
with the order of dinter/dintra from the geometry of the data.
Moreover, as the overlap among those bands increases, the
robustness will decrease (Fig. 7b). Classification on the non-
overlapping band classes is considered “intrinsically” robust
because of the linearly-separable distribution of categories.

Self-reflection: Although the band classes in Fig. 6c may
appear to be trivial, the style classes in Fig. 6a are not. As most
studies on adversarial examples are intoxicated by content
classification (e.g., with ImageNet dataset), it is meaningful
to consider an essentially distinctive classification problem
in which the distribution of categories and geometry of de-
cision boundaries are significantly different. In addition, to
fully justify the influence of a certain factor, both positive
and negative variations are required. The negative variation,
however, is often missing in previous studies on adversarial
defenses. Often when a defense is proposed, it is claimed
to increase the robustness by mitigating a specific issue. The
increase of accuracy on adversarial examples is sufficient to
demonstrate the efficacy of a proposed defense. However, it
may not be adequate to prove that the specified issue is indeed
the determinant because we only observe the positive variation
brought by the defense. To fully demonstrate the role of a
claimed factor, the decrease of robustness is required when
the issue is exacerbated. In the above verification process, we
provide both positive (i.e., the band classes) and negative (i.e.,
the style classes) variations of the base scenario (i.e., content
classes). Finally, a more rigorous way to create datasets for
proving the hypothesis is to build a generator which can
produce or evolve non-trivial data at a specified ratio of
dinter/dintra, and we will leave it for future work.

IV. THEORY FOR MODEL DESIGN

In this section, we further elaborate the theoretical founda-
tion that supports model design in the verifying the hypotheses.

(a) style classes (b) content classes (c) band classes

Fig. 6: Partition of an input space with different categories
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band classes).

The band classes are built by equally dividing the input
range [0, 256) into 11 bands. For each band class, we generate
random samples whose pixel values are independently sampled
from the discrete uniform distribution with corresponding
range. For instance, the pixel values in the first class are within
the range of [0, 24), the second class [24, 48) etc. Under this
extreme circumstance, we ensure that dintra < dinter on average.

With the above unique settings and everything else con-
trolled, the training process can be viewed as learning to
partition the entire input space under the constraints from
different sets of “anchor points” (i.e., training samples from
distinctive distributions). The classifier needs to deform its
decision boundary to meet the labels of the training samples,
leading to a divergence on the geometry of the learned space.

Technical details: Each one of the 11 categories in the
three datasets has 1,000 images for training, and 50 images for
testing. All classifiers are trained from scratch based on the
official ImageNet example code from PyTorch.7 We choose
ResNet-50 [18] with 11 neurons in the final FC layer as the
architecture of the model. Except for a smaller batch size
of 48, all other hyper-parameters remain the same as the
default. The normalization procedure using mean and standard
deviation calculated from ImageNet samples has been disabled
for consistent range of input domain and fair comparison.

After training, checkpoints that reach the highest test accu-
racy at the earliest epoch are passed to the second half of the

7https://github.com/pytorch/examples/tree/master/imagenet

(a) dinter
dintra

: style < content < band (b) increasing band overlap

Fig. 7: Robustness of classifiers when categorizing same
number of classes with different geometry.

experiment, in which we examine the adversarial robustness
of the classifiers. We perform FGSM attack at various strength
to the test set and reevaluate the accuracy on those adversarial
examples.

Experiment results: Fig. 7a shows the test accuracy on
adversarial examples generated with varying strength for all
three classifiers. The robustness of those classifiers agrees
with the order of dinter/dintra from the geometry of the data.
Moreover, as the overlap among those bands increases, the
robustness will decrease (Fig. 7b). Classification on the non-
overlapping band classes is considered “intrinsically” robust
because of the linearly-separable distribution of categories.

Self-reflection: Although the band classes in Fig. 6c may
appear to be trivial, the style classes in Fig. 6a are not. As most
studies on adversarial examples are intoxicated by content
classification (e.g., with ImageNet dataset), it is meaningful
to consider an essentially distinctive classification problem
in which the distribution of categories and geometry of de-
cision boundaries are significantly different. In addition, to
fully justify the influence of a certain factor, both positive
and negative variations are required. The negative variation,
however, is often missing in previous studies on adversarial
defenses. Often when a defense is proposed, it is claimed
to increase the robustness by mitigating a specific issue. The
increase of accuracy on adversarial examples is sufficient to
demonstrate the efficacy of a proposed defense. However, it
may not be adequate to prove that the specified issue is indeed
the determinant because we only observe the positive variation
brought by the defense. To fully demonstrate the role of a
claimed factor, the decrease of robustness is required when
the issue is exacerbated. In the above verification process, we
provide both positive (i.e., the band classes) and negative (i.e.,
the style classes) variations of the base scenario (i.e., content
classes). Finally, a more rigorous way to create datasets for
proving the hypothesis is to build a generator which can
produce or evolve non-trivial data at a specified ratio of
dinter/dintra, and we will leave it for future work.

IV. THEORY FOR MODEL DESIGN

In this section, we further elaborate the theoretical founda-
tion that supports model design in the verifying the hypotheses.



Summary

• Verified hypothesis on causes of adversarial examples
• Geometric factors: direct causes
• Statistical factors: magnifier for high confidence

• Future work
• More rigorous investigation on the root causes of adversarial examples
• Design on more robust models


