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Introduction

» ANNs has become one of the more popular tools in many industries.
However, it was that deep networks are sensitive to adversarial
examples|[1].

» Research has shown that adversarial samples can be misused in
physical world as well[2].

» Providing an explanation for the existence of adversarial examples is
crucial in minimizing their effect.

» We describe a new perspective on the reasons behind the existence
of adversarial examples and discuss the consequences of our
approach.
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Related work '

Low Probability Pockets[1]

» Viewed the adversarial examples as pockets in the input space which
have a low probability of being observed and correctly classified.

» Further described with an analogy between the real numbers as the
natural samples and the rational numbers as the adversarial
examples.

» Does not justify why would a classifier show such a behavior and it
is only considered as a side effect of nonlinearity of ANNs.[3]

> It was shown in [4] that adversarial examples are not isolated points
and they form dense regions in the input space.
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Related work (cont.)

Linearity Hypothesis[5]

» Relates the adversarial phenomenon to a side effect of linear
classifiers in high dimensions.

» Predicts that the classifier would be fooled if we choose a
perturbation to be the sign of the gradient of the loss function with
respect to the input.

» Using this theory, Goodfellow et al. developed the Fast Gradient
Search Method (FGSM) which was able to easily produce adversarial
examples that would also transfer to other networks.

» It was shown that there are interpretations of the hypothesis that
does not produce correct predictions[3].
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Related work (cont.)

Nonrobust Features|[6]

» Explain the existence of adversarial examples by attributing them to
features that are predictive, but nonrobust.

» A useful but nonrobust feature is a feature that is highly predictive
of the true label on the empirical distribution of samples and labels,
but if we add adversarial perturbations to samples, it would not be
as useful anymore.

» The authors show that these features consistently exist in standard
datasets and tie the phenomenon they observed to a misalignment
between the human-specified notion of robustness and the inherent
geometry of data.
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Proposed Notion

We propose that the phenomenon occurs when a universally consistent
learning rule on a nonuniform learnable hypothesis class does not
guarantee uniform convergence.
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Figure 2: Pointwise convergence of Chebyshev polynomials
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Proposed Notion (cont

Sample complexity of a consistent learning rule depends on the
generating distribution of the data as well as the hypothesis.

Figure 3: Chebyshev grid minimizes the sample complexity for Chebyshev
polynomials
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Proposed Notion (cont.)

Optimal training points: Let X’ be a domain set, let H be a hypothesis
class and let A be a universally consistent learning rule with respect to
H. For every X C X and every h € H, let

hx = A({(x, h(x)) | x € X}).

The optimal training points of A is a solution to the following problem
plus the boundary 0X of X,

arg min / > IV (hx(x) = h(x))|| dh
X H xeX (1)
subject to X isfeasible
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Proposed Notion (cont.)

Computing the objective of (1) is not tractable for any practical purpose.
However, steps could be taken to calculate an approximation.

Hard training points of H: The hard training points of A with respect
to a distribution H on H is a solution to the following problem,

arg max EH[Z L(h(x), h(x))]
X xeX (2)
subject to X isfeasible

Adversarial training points of h: The adversarial training points of A
with respect to h € H is a solution to the following problem,

arg max Z L(h(x), h(x
X

xeX (3)
subject to X isfeasible
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The definition of hard training points is consistent with the observations
made about Chebyshev polynomials.
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Figure 4: Comparing the position of a Chebyshev grid with the Hard training
points objective of Chebyshev basis polynomials.
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Experiments (cont.)

Even though the proposed notion can explain the existence and
abundance of adversarial examples in MLPs, it cannot further explain
their transfer between different architectures of MLPs.

Output Adv. Objective Hard Objective

Figure 5: A comparison between the output, the adversarial objective and hard
objective of a random network.
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Experiments (cont.)

Adversarial training using (2) would make the trained MLP more robust
against adversarial attacks by attacking random hypothesises that use the
same feature layer instead of attacking the hypothesis itself.
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Figure 6: Adversarial performance of adversarially trained networks
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Conclusion and future work

» Defined the adversarial examples as the critical points of the error
function.

» Constructed the first instance of a classifier with adversarial
examples that are dense in the input domain.

» MLPs do follow the principle in case of existence and training, but it
is insufficient for explaining transferable adversarial examples.

» If approximation theory is any indicator of the path forward, our
next step should be to analyse the classifier independently from the
training points.
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