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Background

Object detection has become a crucial part for
many applications, such as autonomous driving,
law enforcement and orbital surveillance.

e Adversarial attack—an adversary which can
manipulate the CNNs' output by adding
imperceptible perturbations to an input image.




By learning a camouflage on a contextual vehicle,
we could attack the detectors’ performance on the
unpainted vehicles in the same image.

Proposed a new method that jointly models the
transformation  distribution and camouflage
variations.

In addition to the contextual adversarial attack,
CCA model shows effectiveness on enhancing the
performance of object detectors.

YOL[v3 detection on vehicle with silver paint (a), randam texture (5)
and our learned camouflage (c) in the simulation.



Method
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The framewark of proposed LLA algorithm.




« Attacking performance of proposed CCA model on object detectors
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Iraining process of our learned camouflage against
state-of-the-art object detectors.

(a) YOLOv.3: (B) MaskRCAN: (c) FLOS.

YOLOvS3 detection perfarmance among baseline and LA
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 [irad-CAM Results

brad-CAM of YOLOvS on images with randem camoufiage (top) and CCA
camouflage(bottom),
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Our learned camouflage enhancing state-of-art object detectors
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Iraining process of our learned camouflage enhancing (a) MaskRCNN- (6) FLOS.



« We first investigate the problem of learning contextual adversarial object camouflage to attack vehicle
detectars.

 We propose an evolutionary based algorithm to learn highly effective camouflages by interacting with a
photo-realistic simulation.

e The proposed CCA algorithm not only shows the effectiveness of attacking the state-of-the-art object
detectors, but also shows its capability to enhance the detectors.

e The next phase of our work is to generalize the camouflages from simulation to the real world. Both
adversarial domain adaptation and domain randomization seem to be promising approaches for this step.
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