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Background

® Image hiding:
® a information hiding technology to embed secret messages in images

. . - 0110---0011 hide
® Classical image hiding methods: secret message

® embed messages into insignificant components of cover images.

® |ow hidden capacity

. . T secret hide
® DL -base full-image-to-image hiding methodes: mage
® hide same-sized images in to cover images
® neither of the errors can be minimised formance

ecover pé ges
. ' of secret images
® security problems



Motivation & Key Contribution

® Hidden capacity to achieve full-image-to-image hiding
® Trade-off problem in DL-based full-image-to-image hiding methods
® Security in the process of image hiding

® J-CAE for full-image-to-image hiding
efundamentally avoids the quality trade-off problem
®the first trial to solve the quality trade-off problem for effective full-image-to-
image hiding
®high quality recovery of the hidden image
®employ logistic-logistic chaotic mechanism to enhance the image hiding
security.




Proposed Algorithm
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Implemention Detalls

®The Chaotic Mapping System (Section Ill.A)
®Loss Functions (Section Ill.A and B)
®Dataset Settings (Section IV.A)

®Training Parameters (Section |V.B)



Implemention Details (Chaotic Mapping System) v

Eq.1 F=V @V,
Eq.2 H={h,t+1<n<t+512}
I b, = E  (wh,)T(v)— floor(E,, (uh,)T(v))
1 where T(vw)=2" and E., (wh )=h  =uh(1—h )
| ifh  >T
Eq.4 BH ={bh 1<n<512} as bh, = .
0 otherwise

Eq.5 K=F®BH



Implemention Detalls (Loss Functions)

L, =|x— D, E(x)]|-alog, O[E,(x)]

Eq.1
where i € (s,c)

Eq.2 L, =|jx,~D.[E, (x)]® K ® BH|-alog, O[E,(x,)]

Eq.3 L, = H'xs - X,



Experlmental Results (Subjectlve Evaluation)
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Experimental Results (Objective Evaluation & Security Analysis ) 4

Receiver Operating Characteristic Curve
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Conclusion

® J-CAE, a novel DL-based full-image-to-image hiding algorithm

® based on Joint Compressive Autoencoders

® achieves high hidden capacity and recover hidden images with smaller errors

® achieves significantly better visual imperceptibility

® by mapping feature representations

® outperforms three state-of-the-art image hiding algorithms

® on both subjective and objective comparasion
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