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Adversarial Attacks

Making imperceptible changes to the input often changes
a model’s output [1]: PGD [2], C&W [3]

We can leverage this to fool a model into making an
incorrect prediction

Even when a human
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Adversarial Attacks in Healthcare

ML’s susceptibility to such attacks reduce trust from

clinicians

Robust decision making is a requirement for ML's
deployment in healthcare

Model

Acc. original data

Acc. adv. data

MIMIC-III RETAIN

81%

43%

Henan-Renmin RETAIN

73%

44%

MIMIC-CXR Densenet121
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Explainable ML

Can we trust a classifier?

How can we check a classifier isn’t
making spurious correlations?

Needed for ethical and validated
machine learning in healthcare

SHAP: Current state of the art
explainability method

* Approximates the change in
expected model prediction

when conditioning on each
(combination of) feature(s)
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Can explainable ML detect

adversarial attacks?
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Explanations Highlight Attacks

SHAP values on a sample from MIMIC-CXR and a Densenet-121 model trained to detect Cardiomegaly. Left: original sample,
middle: PGD attack, right: C&W attack
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y dataset, calculated using SHAP values against the adversarial samples.




Single-attack Detection

Using CNNs and MLPs we can accurately classify the origin
of explanations:

* Are the explanations from genuine or adversarial samples?

We show our methods work on a variety of complex
medical datasets

But what if new adversarial attacks are developed?
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Attack-agnostic Detection

 We re-frame the problem as anomaly detection

* VAEs are trained on genuine explanations only
* One-class SVMs are then used on the reconstruction error

Anomaly Detection Training

Genuine SHAP 4 St SH.AP Loss Function LGS G
Reconstruction Loss

A 4

One Class SVM
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Results

Method Datasets

MIMIC-III CXR (C&W) CXR (PGD) CXR (Train: PGD; CXR (Train: C&W;
Test: C&W) Test: PGD)

SHAP-MLP 77% 81% 100% 99% 58% 46%
SHAP-AE + SVM 65% 53% 79% 79% 77% 79%
SHAP-VAE + SVM 66% 53% 85% 88% 86% 88%
SHAP-Conv N/A N/A 100% 100% 55% 65%
Kernel Density 67% 67% 84% 83% 2% 66%
ML-LOO N/A N/A 71% 78% 71% 71%

Results of adversarial sample detection. CXR (C&W) reports the accuracy on C&W generated samples, having been trained on C&W samples, and CXR (PGD) the a curacy od a model trained on PGD samples tested on PGD
samples.

Performance on CXR data
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Boxplot reporting the performance of adversarial sample detection
methods on CXR data.




Conclusions

Adversarial attacks modify the features of the input that
model’s place importance on.

We demonstrate explainability techniques can be used to
identify adversarial samples.

This technique works on medical data

* Despite the challenges that such data poses, such as high-
dimensionality and ambiguous ground truths

MLPs and CNNs can be used in one-attack scenarios.
Whereas VAEs provide generalisation to unseen attacks.
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