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Problem Statement

• Investigating the effect of adversarially training as a gradient obfuscation-free defense approach 

Contributions

• Characterizing the adversarially training impact on six advanced deep neural network architectures for 

diverse audio representations

• Demonstrating that deep neural networks specially those with residual blocks have higher recognition 

performance on tonnetz features concatenated with DWT spectrograms compared to STFT 

representations

• Showing the adversarially trained AlexNet model outperforms ResNets with limiting the perturbation 

magnitude

• Experimentally proving that although adversarially training reduces recognition accuracy of the victim 

model, it makes the attack more costly for the adversary in terms of required perturbation.



Taxonomy of the Attacks

Attack Adversary Knowledge Type of misclassification

FGSM [1] Whitebox Targeted

BIM [2] Whitebox Targeted

JSMA [3] Whitebox Targeted

DeepFool [4] Whitebox Untargeted

PIA [5] Blackbox Targeted

CWA [6] Whitebox Targeted



Fast Gradient Sign Method (FGSM)

- Successful adversarial examples can be crafted due to limitation in precision of input 

features

- Analytical perturbations can be crafted by following the direction of the gradient of the 

cost function used to train the model

- It just iterates the FGSM algorithm using a small step size

- Intermediate features values are clipped to assure that features remain in the ϵ-

neighborhood of the original input sample

Basic Iterative Method (BIM)



• Construct an adversarial saliency map S by evaluating the forward derivative by means 

of the Jacobian matrix of the function learned by the classifier

• A set conditions are applied to the saliency map to narrow the search direction for 

crafting successful perturbations in the input space leading to wrong classification

Jacobian Saliency Map Attack (JSMA)



• Assumes that not all features need to be perturbed during the attack without shattering the gradient 

information

• The algorithm generalize well its adversarial goal on three known distance metrics 𝐿0, 𝐿2 and 𝐿∞
• Finding the constant c is done by binary search and it is a difficult hyperparameter to tune

Carlini Wagner Attack (CWA)



Audio Representations

• The generation of the 2D representations is done by STFT and DWT with and without Tonnetz

features

• In the case of STFT a discrete signal a[n] is combined over time with a Hann function and the 

Fourier transformation is computed as follows:

• In the case DWT a complex Morlet wavelet was used because of its nonlinear characteristics 

• Once the basis function is selected the Discrete Wavelet Transform is 



Audio Representations



Adversarially Training

• Can be considered a sort of active learning, where the model plays the game of trying to minimize 

worst case error against corrupted data

• To include the adversarial component, the objective function must be modified in order to reflect the 

nature of the new type of crafted perturbations 

• Use of one-shot FGSM adversarial examples to avoid shattered gradients

• This adversarial training setup runs as a fast non-iterative procedure



Adversarial Attack Setup

• We bind the fooling rate of all attacks algorithms to a threshold of AUC > 0.9 associated to the 

area under the curve of the attack success

• Fine-tuning hyperparameters of the different attacks to meet the previous baseline 

performance

Dataset

• UrbanSound8K with 8732 short recording for 10 classes and ESC-50 containing 2K audio 

signals of equal length of  5s organized in 50 classes

• Preprocessing of samples by doing pitch-shifting operation using 1D filtration 

• Resulting spectrograms of 1568 𝑥 768 for both STFT and DWT representations, used 

standalone or in combination with 1568 𝑥 540 chromagrams



Recognition Accuracy with and 

without Adversarially Training



Robustness of Adversarially

Trained Models



Average Perturbation Ration for Legitimate and 

Adversarially Trained Examples



Conclusions

• We trained six advanced deep learning classifiers on four different 2D representations of 

environmental audio signals

• We run five white-box and one black-box attack algorithms against these victim models

• We demonstrated that adversarially training considerably reduces the recognition accuracy of 

the classifier but improves the robustness against six types of targeted and non-targeted 

adversarial examples

• We demonstrated that adversarially training is not a remedy for the threat of adversarial 

attacks, however it escalates the cost of attack for the adversary with demanding larger 

adversarial perturbations compared to the non-adversarially trained models
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