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What is an Adversarial Example ?

● Below Figure shows the classification boundary, which separates classes 7 and 1.
● Adversarial noise is added to real sample whose label is 7, 

            in such a way that it falls into other class region, making the classifier to misclassify it as 1



 MNIST:  CW (Carlini-Wagner) 

100% 12%

● Left block shows the real mnist images, whose classification accuracy is 100%
● Right block images are adversarial images generated by using the CW (Carlini-Wagner) 

method, classification accuracy has dropped to 12%



 MNIST:  FGSM (Fast gradient sign method) 

100% 6%

● Left block shows the real mnist images, whose classification accuracy is 100% and 
● Right block images are adversarial images generated by using the FGSM method, 

            classification accuracy has dropped to 6%



FMNIST:  CW (Carlini-Wagner) 

100% 20%

● Left block shows the real fmnist images, whose classification accuracy is 100% 
● Right block images are adversarial images generated by using the CW (Carlini-Wagner) 

method, classification accuracy has dropped to 20%



FMNIST:  FGSM (Fast gradient sign method) 

100% 12%

● Left block shows the real fmnist images, whose classification accuracy is 100% 
● Right block images are adversarial images generated by using the CW (Carlini-Wagner) 

method, classification accuracy has dropped to 12%



VAE (Variational AutoEncoder)

● VAE is a Generative Model
● It has an Encoder and decoder
● Encoder encodes the given image and produces a latent vector
● Decoder decodes the latent vector and produces an image.
● Latent space is forced to follow normal distribution
● Any Randomly sampled latent vector from normal distribution,

when decode using decoder produces an image from training data distribution



VAE (Variational AutoEncoder)



Lipschitz constrained latent space

Gradient Norm Penalty to 
enforce Lipschitz constrain

Lipschitz constrain

● Real image and its Adversarial image are very close in the  image space.
● Lipschitz constrained latent encoder makes sures that real image and its adversarial image 

are very close in the latent space. 
● Gradient norm penalty is used to enforce Lipschitz constrain

Lipschitz constrained latent encoder 
preserves the distances under a 
metric space on the latent and the 
data manifolds.

Real image and its Adversarial image 
are very close in the  image space.



Lipschitz constrained latent space

● Below Figure is a  2D t-SNE plot of the latent encodings (from the Lipschitz constrained encoder) 
            of the true and the CW attacked adversarial samples from the MNIST data. 

● It can be seen that embeddings of the adversaries are extremely close to those of the true samples.



Lipschitz constrained Quantized latent space

● Below Figure shows the  Overlay of Grid on the 2D t-SNE plot of the latent encodings (from the Lipschitz 
constrained encoder) of the true and the CW attacked adversarial samples from the MNIST data. 

● It can be seen that embeddings of the adversaries and true samples fall into the same grid cell.
● If we quantize the latent space, then latent embeddings of the adversaries and true samples will be 

same.



  Proposed Architecture
● Encoder encodes the given image and produces latent vector, we quantize it and feed it to decoder.
● As quantization is non differentiable, loss propagation cannot happen, so for training we use another decoder 

which works on soft quantized latent vector, which is differentiable.



Proposed Algorithm



Results: MNIST

6% 94%

● Left block shows the real mnist images, whose classification accuracy is 100% and 
● Middle block images are adversarial images generated by using the FGSM method, 

whose classification accuracy has dropped to 6%
● Right block shows the LQ-VAE output on the Adversarial images, 

            whose classification accuracy is 94%

100%



Analysis of Lipschitz Quantized Latent Vectors of
Real and Adversarial Example

● This is the analysis of latent vectors of real image and its adversarial image in LQ-VAE
● Figure depicts the distribution of the bit-flippings in the latent codes of the CW  adversaries  on MNIST  data  
● It  can  be  seen  that about  90%  of  the  total  adversaries  undergo  less  than  6% of  bits  being  flipped  

resulting  in  high  classification accuracy (seen on top of the bars).
● First Bar denotes that 12% of adversarial images have undergone less than 2% of bit flipping in latent space 

compared to real images. For this bucket the classification accuracy of LQ-VAE filtered images is 97%



Results: MNIST - White Box Attack

● White Box Attack means Attacker has the access to original classifier for generating adversarial images
● This shows the performance of LQ-VAE against various attacks like FGSM, DeepFool and CW on 

             different types of classifiers A, B, C. 
● It can be seen that  on an average LQ-VAE is better than Defense-GAN and other defense mechanisms 



Results: FMNIST - White Box Attack



Results: CelebA - White Box Attack 



Results: FMNIST - Black Box Attack

● Black Box Attack means Attacker has no access to original classifier, so attacker has to generate the 
adversarial images using substitute model

● This shows the performance of LQ-VAE against DeepFool Black Box attack on 
            different types of classifiers A, B, C. 

● It can be seen that  on an average LQ-VAE is better than Defense-GAN and other defense mechanisms



Results: CelebA - Black Box Attack 



Results: BPDA (Backward Pass Differentiable Approximation) 

This shows that On BPDA LQ-VAE Performs better than  Defense Gan



► Proposed a novel generative model based defense mechanism LQ-VAE

► Through Experiments we have shown our method works very well across various datasets, 

different types of classifiers and  defends various adversarial attacks

► The experiments shows that the proposed method surpasses the state-of-the-art techniques in several cases. 

► Proposed method is faster than the current best state of art method Defense GAN, 

as Defense GAN involves a run time search on the latent space

► so the proposed method is faster and accurate

Conclusions
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