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GCCS - Motivation

• GCCS: Gaussian class-conditional simplex loss
• High Separability between classes
• Extract discriminative features from the input data
• Map the features to well behaved, target Gaussian distributions

Feature extraction Latent space mapping

Encoder neural network
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GCCS - Loss

● Assumption: network output tends to a Gaussian distribution
○ compute batch statistics for each class 
○ minimize KL divergence between target and obtained distribution

Proposed loss

Authorized users loss

target statistics
batch statistics

Total loss: 



GCCS - Decision rule

• Partition the decision space into Voronoi regions

• Compute the distance from all the centers - choose minimum

• Index of the predicted class for the test image



GCCS - Advantages

• Equidistant classes

• Uniformity of feature distributions - lack of short path

• Higher robustness

• Simple straightforward decision boundaries



Results: Maximum accuracy

● GCCS yields high classification accuracy both for regular training and fine tuning

Tab. 2



Adversarial attacks - Whitebox

• PGD
• iterative FGSM
•

• TGSM
• descending the gradient towards target class
•

• JSMA
• select the features to be altered to get desired output
•



Robustness to targeted attacks

TGSM-5



Conclusions

• Novel loss promoting class separability and robustness

• High classification accuracy

• High robustness against adversarial attacks
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